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5) D Claim(s) is/are allowed. 

6) IEI Claim(s) 26-34 is/are rejected. • 

7) D Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers ° 

9) D The specification is objected to by the Examiner. 

10) D The drawing(s) filed on is/are: a)D accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

1 1) D The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12) D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 1 19(a)-(d) or (f). 
a)D All b)D Some * c)D None of: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. . 

3. D Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office«action for a list of the certified copies not received. 



Attach ment(s) 

1) [3 Notice of References Cited (PTO-892) 

2) O Notice of Draftsperson's Patent Drawing Review (PTO-948) 

3) ^ Information Disclosure Statement(s) (PTO/SB/08) 

Paper No(s)/Mail Date 12/20/2006 . 0 



4) □ Interview Summary (PTO-413) 

Paper No(s)/Mail Date. . 

5) O Notice of Informal Patent Application 

6) □ Other: . 



U.S. Patent and Trademark Office 
PTOL-326 (Rev. 08-06) 



Office Action Summary 



Part of Paper No./Mail Date 200701 16 



Application/Control Number: 09/895,078 Page 2 

Art Unit: 2136 * v 

DETAILED ACTION 
Continued Examination Under 37 CFR 1.114 

1 . A request for continued examination under 37 CFR 1.114, including the fee set forth in 

37 CFR 1.17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.1 14, and the fee set forth in 37 CFR 1.17(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.114. Applicant's submission filed on 12/20/2006 has been entered. 

o 

2. Claims 26-34 are pending. 

Claim Objections 

© 

3. Claims 26-28 and 32-34 are objected based on the following reasons. 

Claim 26 are objected to because these claims recite the limitations "previously stored" in 
line 15. It does not specify where public key is previously stored. It could be stored in a storage 
unit, in the image mark, or weljpage, or etc. . . Since applicant claims, "a storage unit storing a 
public key ..." in claim 29, the Examiner rejected claim 26 based on claim 29. Appropriate 
correction is required in response to this Office action. 

Claim 32 is objected based on the same reason above. Appropriate correction is required. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 



Application/Control Number 09/895,078 Page 3 

Art Unit: 2136 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the*differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

5. Claims 26-34 are rejected under 35 U.S.C. 103(a) as being unpatentable over Scott et al. 

USPN 6,338,094 Bl in view of Downs et al. US 6,226,618 Bl). 

Regarding claims 26, 29, and 32, Scott et al. discloses a method/apparatus/medium comprising: 
a receiving unit for receiving a web page to which an image mark is attached, the image 

mark embedding electronic watermark information means of electronic watermark techniques 

(col. 4 lines 31-60 and col. 5 lines 38-49; user interface device/network computer/set-top box .... 

web page/display .... banner advertisement link/image mark embedding watermark info.); 
a display unit for displaying information (fig. 2 element 25); and 

a control unit for extracting the electronic watermark information embedded in the image 
mark when recognizing the image mark attached to the web page (col. 5 lines 38-col. 6 lines 15), 
displaying said image mark on the display of said data terminal, and displaying, on the display of 
said data terminal (fig. 4 element 69), a menu as to said information that is desired to be 
disclosed, and if the menu is selected, then displaying said information that is desired to be 

o 

disclosed embedded in the image mark (col. 7 lines 4-55). 

Scoot et al. fails to disclose the electronic watermark information comprising expiration 
information, and signature information; and decoding signature information using public key, 
and authenticating based on expiration information and signature information to display data. 

However, Downs et al. discloses the electronic watermark information including 
information that is desired to hp disclosed by an information exhibitor, information as to an 
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expiration term to be used to control display of said information that is desired to be disclosed 
(col. 1 1 lines 51-52, col. 24 lines 65-col. 25 lines 36, col. 9 lines 32-38, col. 52 lines 59-67) and 
information as to electronic signature to be used to conduct verification of authenticity of both 

said information that is desired to be disclosed and said information as to the expiration term 
(col. 24 lines 65-col. 25 lines 36 and col. 11 lines 51-52); 

a storage unit storing a public key for decoding said information as to electronic signature 
(col. 34 lines 33-42, and col. 12 lines 37-44; stored public key to verify digital signature and the 
well-known content control using digital signature, watermarking, certificate...)', 

decoding the information as to electronic signature of the data extracted by using the 
public key stored in said storage unit (col. 32 lines 43-48, col. 44 lines 9-12, and col. 13 lines 67- 
col. 14 lines 27; decoding extracted signature public key stored), verifying the authenticity of 
both said information embedded in the image mark, both said information being information that 
is desired to be disclosed and ^id information as to the expiration term by using the information 
as to electronic signature thus decoded (col. 34 lines 39-41, col. 40 lines 65-68, col. 14 lines 38- 
45, and col. 44 lines 6-41 ; verifying content and expiration date of the content), comparing the 
information as to the expiration term with information as to a clock of said data terminal (col. 14 
lines 19-27, col. 34 lines 55-col. 35, and col. 40 lines 65-68; authenticating and verifying using 
expiration date of the content)', and 

displaying said image mark {watermarked/embedded content) on the display of said data 
terminal if a current time obtained from said information as to the clock falls within said 
expiration term represented by°said information as to the expiration term (col. 21 lines 43-58 and 
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col. 59 lines 55-59; usage condition/expiration date/term of content is verified first before 
rendering the desired watermcfrked content). 

Therefore it would have been obvious to one having ordinary skill in the art at the time of 
the invention was made to employ the teachings of Downs et al. with in the system of Scott et al. 
because they are analogous in content distribution and watermarking. One would have been 
motivated to incorporate the teachings of including the expiration date and signature in the 
watermark because it is well known at the time of the invention as Downs et al. discloses any 
kind information can be embedded and/or included in the watermark and it authenticate data 
based on embedded information. 

Regarding claims 27, 30, and 33 Scott et al. further teaches the data display method/apparatus 
wherein, if it is judged that the authenticity is lower than a predetermined level in said step of 
verifying authenticity, said image mark is not displayed on this display (col. 8 lines 14-31 and 
fig. 7). 

Regarding claims 28, 31, and 34 Scott et al. further teaches the data display method/apparatus 
wherein said information that is desired to be disclosed includes information as to a location at 
which detailed information of said data embedded in said image mark exists (claim 1 and fig. 7). 

Conclusion 
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6. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. Shin 7047410 Bl col. 5 lines 40-52 discloses watermark comprising signature 
information and authentication. 

NPL: "Embedding a Seal into a picture under Orthogonal Wavelet Transformation" 1996 
IEEE, how to embed a signature seal to a picture. 

7. Any inquiry concerning this communication or earlier communications from the 

o 

examiner should be directed to Eleni A. Shiferaw whose telephone number is 571-272-3867. 
The examiner can normally be reached on Mon-Fri 8:00am-5 :00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser R. Moazzami can be reached on (571) 272-4195. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

o 

applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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